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Attacker performs an SQL injection on an unpatched legacy web

application to download sensitive patient medical records.
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Internal staff makes a fraudulent payment instruction exceeding bank
account balance on the payment system with no set limit, resulting

in a bank overdraft.
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Unauthorised employee accesses the SCADA server using default
login credentials and execute shutdown command to disrupt the

water supply to the entire east side of Bangkok.
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Attacker delivers spear-phishing email to unsuspecting user, which when
clicked, triggers the user account to perform SMBauthentication with

malicious server and discloses hashed credentials.
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