S189IURNANITAEUIUAUAULUAIUanN e luas
UMINYINYTYNNUMETAY
YuUseuned w.A. 2568 — 2569

1. unin
uinendesiqumansaaladliruddyfunsfaudunusiunasadelsvesedn

Huszuu esestufvanauifundsluiludabmauazanududou Tnesjadunmsensgdy
finaninvetesAnslianunsa Uaeniu (Prevention) n5933U (Detection) uaznauauae (Response)
nafuanAuliegliusz@ninm nmsantunulutiuussanm we. 2568 - 2569 Aseuaqy 3 ARd1AY
Lo

1. mMaimuIyaang (People)

2. mi‘ﬂ’mmLMﬂIﬂﬁﬁLLaﬂmaa%ﬁqﬁIugm (Technology)

3. msiaunszuIuMaiss Tariimsdansausiuasasnsie (Process)

[

2. Han1sauungagy

2.1 Msnalassasanugiuaulyiuas (Server, SOC uag DR Site)
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(1) mMeWauLATasusite (Server Modernization)
o ss5uwmAlulad Virtualization, Cloud Integration wag Container (W Docker)
e ansEdvBamiunsUszinanauasmsdaiuteya
o 8nIzAUANNETETHATANNNTNITNUTRITEUY
(2) msldszuuhsziemnulasnne (SOC: Security Operations Center)
o hszTamgnisaliiauninuy 24x7
« ARdunginsauides wu nmaddsleglailé¥uoun e wag Anomaly Detection
o UAAADUWIMRNITAILUY Real-time wazatiuayu Incident Response
«  dhssnuanugaidasadvogisraliles
(3) miﬁlﬂﬁ%\‘i@uéﬁ’liaﬁaga (Disaster Recovery Site: DR Site)
o d13eadeyauayyi Data Replication lUgaguddisas
o 3835UNINAUTEUU (Failoven) lunsaliinwgintomsedeiva
e MNUAAT RTO Waz RPO dnsuszuvdnegy
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2.2 msdassszuutlasiusvanaia (WAF uaz SOC)
uAneduldRndesEuU Web Application Firewall (WAF) muanunslduInig SOC e
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o UnsAunislaud wu SQL Injection, Cross-site Scripting (XSS), Remote Code Execution
o Unflasszuudfgy loun Buledumine ds ssuunzideu ssuuyaaing wazszuy MIS
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e annuidsainmslauiuuy DDoS (lusgunil)
o iupumdenlinuuesszuu (Availability)
o 11U Log wazilldnszimgnisalinuanudasnsie
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o OWASP / OWASP Top 10
e [SO/IEC 27001
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(1) NM158USUATY Incident Response (32uAU dnU%Y.)
o WauAnEANluN3IRYI Cyber Incident Response Plan
¢ ATAUARNNITUIMITIANSIMANTAlluYNTERY
o davhunusuilofanmulsiussveuminededse
(2) MIaususunguaglaues
e BUIUYARINTIIUIU 600 AU
 ATOUARY PDPA LAY W.3.U.ABNNIABS
HAANS:
o Qﬂa’miﬁ Cybersecurity Awareness Qﬂﬁﬁu
« annnudswnungmneuaznsaziindeya
o atuayun1smiuguaniu IT Governance



2.4 n151197ulAT9N19 Government Web Protection (GWP)
uvnendeldiinsiulasinis Government Web Protection (GWP) tiaensedfuani
UaondeveadulednuuinsgIuniasy
o tszvukaziuladdnsduu 5 sEuy
o lasumstlasiuuaziiiseisduanay wu DDoS uay Web Attack
o UITUULAARADULALIATILITEANAURUULTIFN
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2.5 NMSWAILISEUUASIRdaUYaslndiuled (OWASP-based System)
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o aunuYRIlionluis (Automated Vulnerability Scanning)
«  Dashboard LAAIANTUEAMEE
o FBUUKILABULUU Real-time
o FBNUTDIANINULINTFIU OWASP Lag MITRE CWE
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